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DATA CONTROL IN THE DIAGNOSTICS AND FORECASTING THE STATE OF
COMPLEX TECHNICAL SYSTEMS

Annotation. The analysis of management methods Big Data is carried out. In order to obtain timely results of analyzing the
state of complex technical systems on the basis of the list of parameters established by regulatory documentation that are of
paramount (for critical components) and minor importance in diagnosing the state of components ensuring the operation of complex
technical systems, it is necessary to develop a method for managing data with high speed and losslessly separate and transfer Big
Data from IS to relational and non-relational databases. A method is proposed that ensures the distribution of data coming from
information-measuring systems to relational and non-relational databases in diagnosing and predicting the state of complex
technical systems. The expediency of using the concept of Data Mining in SCADA systems to control Big Data is substantiated.
Algorithms for transmission, distribution and analysis of data in an information-measuring system for diagnosing and predicting the
state of complex technical systems have been developed. The scheme of data transmission in devices using the CAN bus. The
proposed method for managing Big Data in diagnosing and predicting the state of complex technical systems is based on ensuring
the dynamic distribution of data in an information-measuring system with regard to the requirements imposed on the structure of the
local-computer network. The method is based on the application of the principles of the construction of software-configured
networks, allowing to manage the network by using the results of the analysis of data flows passing through the node-based network
devices. A software implementation of a data distribution system in a local network has been developed using the principle of
analyzing network packets as they arrive at the switching nodes of an information-measuring system. The system of program logic of
data distribution from information-measuring systems transmitted over local networks or via CAN bus has been developed. From the
conducted research, it follows that the best performance of the data separation process according to the developed method is
achieved with distributed execution of computational processes by the developed program in four continuous modes, and the data
separation process in non-relational bases for all experiments performed is faster than for relational data. The use of the developed
Big Data management method with data distribution in relational and non-relational databases provides an increase in the speed of
the information-measuring system in diagnosing and predicting the state of complex technical systems. Allows you to predict the
technical condition of critical components of the systems during their short-term in an emergency condition, as well as to carry out a
long-term forecast of the technical condition of the entire complex technical system. The use of software distributors of transmitted
information provides an increase in the speed of the information-measuring system in diagnosing and predicting the state of complex
technical systems, thereby ensuring timely assessment of the state of the critical components of complex technical systems whose
failure affects the operation of the systems.

Keywords: data control; Big Data; DataMining; SCADA systems; relational and non-relational databases; information
measuring system; data distribution; complex technical systems; diagnostics; forecasting the state of technical systems

Introduction

The implementation and expansion of the
information systems in complex technical systems
(CTS) usage provides the level of quality and an
assessment of their effectiveness increasing in
various operational modes.

© Shibaev D., Vyuzhuzhanin V.,
Rudnichenko N., Shibaeva N.,
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The efficiency of the operation of the CTS
largely depends on their reliability. Reliable
functioning of CTS interconnected components
depends on their safety, survivability, controllability,
etc. [1]. During the operation period, the CTS
technical state is subject to a change, which means
that timely analysis of such systems operation
reliability is necessary [2-4].
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This leads to the complication of information
systems for the CTS and raising the volume of
processed Big Data in real time, coming from
information-measuring systems (IMS) to relational
and non-relational databases. Increased requirements
for speed of data transfer to databases, in which
incoming Big Data should be stored for the purpose
of their high-speed processing in order to timely
determine the CTS components failures risk, thus
ensuring reliable CTS operation [5-8].

It is known that the relational database model
provides atomicity, consistency, isolation, and
reliability when manipulating data.

However, this hinders the maintenance of high
availability and speed in the case of the Big Data
distribution across several services. To ensure high
performance in a distributed way of storing
information, non-relational databases are used.

Thus, the technologies used at all stages of
receiving, processing, storing and transmitting
information should fully ensure the speed and high
guality management of the distribution of data
received from IMS to relational and non-relational
databases in diagnosing and predicting the CTS state
and thereby ensure reliable operation of such
systems [9-13].

Problem statement

Many data management structures for
monitoring the CTS state have a scheme that
corresponds to the SCADA automatic control and
information collection system [14-16].

The system is designed to develop or provide
real-time systems for collecting, processing,
displaying and archiving information about the
diagnostic object.

SCADA has requirements, the fulfillment of
which also affects the quality of CTS functioning
diagnosed, namely:

—system  reliability
functional);

— security management;

— accuracy of data processing and presentation;

— system expansion simplicity.

One of the problems arising from the use of data
management systems is the problem of analyzing the
information used after transferring it to the IMS
central processing unit.

This is due to IMS high loads when analyzing
the current state of the CTS and the complexity of
building the IMS hardware.

To do this, SCADA systems use the methods of
processed data synchronization using dispatch
control.

Another problem is the need to reduce time and
computational costs when Big Data searching and

(technological ~ and

transferring to various distributed scalable systems
in order to analyze them.

This problem can be solved by developing and
applying methods and means of data distribution,
taking into account their characteristics (data types,
variability, accuracy, etc.) and interrelations.

When transferring Big Data, their loss may
occur due to incorrect distribution of data, errors in
the database management system operation,
problems of network equipment, software failures
affecting the operation of the automatic control
system and information collection of SCADA. To
overcome the above problems using SCADA-
architecture, dispatchers are involved to control most
of the solving data management tasks processes.

However, in this case there are no guarantees of
the transmitted data loss, which is unacceptable
when assessing the state of the CTS responsible for
security and survivability of technical systems for
special purposes.

In order to obtain timely results of the CTS state
analysis based on the list of parameters established
by the regulatory documentation that are of primary
(for critical components) and of secondary
importance in diagnosing the components state
ensuring the CTS functioning, it is necessary to
develop a data management method that allows
high-speed and lossless separation and transfer Big
Data from IMS to relational and non-relational
databases.

Recent research and publications analysis

Improving the quality of the CTS state assessing
requires the development of IMS information
subsystems, in particular, ensuring the collection,
storage and processing of Big Data.

Big Data analysis methods are diverse and
include  mathematical  statistics,  algorithmic
classification, clustering, and so on. Each of the
methods describes the patterns of data changes with
varying degrees of accuracy. However, the practical
application of such methods significantly
complicates the concept of diagnosing the CTS
condition, since additional information is required
related to the specifics of the methods used [17-20]

Many modern software systems focused on data
management for assessing and predicting the state of
the CTS are unable to interact with Big Data in IMS.

This is due to the use of equipment for
transmitting, storing and processing information that
is unable to perform complex analytical operations
in real time with changing data sets. A methodology
capable of solving multi-class problems of searching
and interpreting results is the Data Mining [21-22].
The main feature of the methodology is to find
patterns in the data.
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The use of such solutions for data management
allows us to build a complete information system for
analyzing Big Data in order to assess the state of the
CTS.

The aim of the work

The aim of this paper is to improve the speed
and reliability of Big Data transmission based on
data management by programmatically distributing
them during transmission over CMS local networks
to relational and non-relational databases.

Research methods

The methods of technical analysis of hardware
systems, building complex network architectures,
designing specialized software solutions are used.

Main research material

One of the tasks aimed at improving the quality
of assessments of the CTS state diagnosed is the
management of Big Data in IMS integrated into
functional modules.

The work of the modules is based on the use of
a central data storage system.

As data transmission lines, local computer
networks (LANSs) [23-25] and specialized onboard
information buses IMS, installed in transport are
used IMS work with LAN is based on the use of
switches and routers, as well as data conversion
devices. The working network is integrated with
telemetric, analytical and diagnostic systems that
provide the resulting conclusion of the IMS state
assessment. However, this doesn’t guarantee high
accuracy of the analysis of the CTS state and can’t
provide high speed data analysis in real time. This is
due to the large amounts of diagnostic information
stored in the central repository.

In addition, the structural complexity of the
CTS can be so great that the amount of incoming
information from the IMS can exceed the
capabilities of the data management system in
diagnosing the CTS state. In this case, the
diagnostics of the CTS state is performed remotely
in specialized centers for evaluating the results of
modular IMS to which data is transmitted via global
networks or directly connected to the IMS local
network. However, the implementation of this
approach based on classical methods of organizing
network switching is not very effective and requires
modification

To overcome this problem, a method for
managing streaming data is proposed by distributing
it in real time between relational and non-relational
databases.

The essence of the method consists in
combining the concept of software-configured
networks (SCN) and Data Mining methods in order
to identify, with high speed, the most important

diagnostic information for assessing and predicting
the CTS state.

The principles of operation of the SCN is based
on flexible network management by applying the
results of the data streams passing through the node
network devices analysis. The use of transmitted
information software distributors is intended to
improve the speed of the system for diagnosing the
CTS condition, as well as to carry out a primary
analysis of the CTS critical elements state, the
failure of which can affect the entire system
performance. The structure of IMS uses numerous
sensors and converting amplifying devices, which
are combined into measuring-control devices (MCD)
modules with their own interface (Fig. 1).
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Fig. 1. Data distribution scheme in information and
measurement systems
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The monitoring control module can be either an
on-board computer or plug-in devices for decoding
signal readings, depending on the type of CTS. Each
module forms a data packet and transmits it to the
network for further analysis. The distribution of data
is performed at the level of network switches based
on the use of the developed additional software.

To implement a software solution, it is
recommended to use switches that can analyze
network data and distribute information across
relational and non-relational databases in the used
hardware.

The basis of the developed method, which
provides a dynamic distribution of testimony from
the IMS, is based on the requirements for the
organizational device of a common LAN. The
method uses the principles of real-time network
traffic analysis, as well as the use of vertical data
analysis methods for individual network packets
whose data is analyzed.

The direction of the entire data flow analysis
requires data transfer only at the transport level with
the applicable connection-oriented network type.

Therefore, it is not possible to use such an
approach in diagnosing and predicting the CTS state
due to multi-structured equipment operating at
different levels of the OSI model.

In this regard, the optimal solution for
intercepting network traffic in IMS CTS is the
direction of vertical analysis, which includes a set of
known methods:

— surface packet analysis (SPI);

— average packet analysis (MPI);

— deep packet analysis (DPI).

Each of these methods is an effective solution
and differs only in the amount of information read
from each packet and the possibilities of using the
information received.

In the developed method of the diagnosed
information distribution, the MPI method is used,
which is the most preferable for vertical analysis of
data packets. To implement the MPI method, a
separate functional module was developed that
allows using such a solution in any LAN segment.

The developed software parses the packet
headers to the transport layer of the OSI model and a
small part of the packet to match the parsed part
with the pre-created list of matches (parse list).
Depending on the information received and the
comparison made with the parse list, a solution is
formed for the final storage of information in one of
the storage systems.

Priorities in the distribution of data are
established  according to  the  regulatory
documentation list of parameters that are of primary

(for critical components) and of secondary
importance used in diagnosing the components state
that ensure the functioning of the CTS in different
modes of operation.

The data distribution process is performed
when a network packet is modified on a LAN. To
provide it we need to add the address of the end
node of data storage corresponding to the required
data storage model.

The network packet structure is shown in Fig.
2, the content of which is read by means of network
analysis. Packet modification is performed by
changing the destination ip-address.

) 4 bits .
4 bits 8bit .
Version The length Type of service 16-bit
i Vi
of the P Overall length
number
header
PRID [T [R |
3bit 13 bit
16-bit " '
Bunting | The offset of the
Package ID
fragment
o [m
8 bit ; Sb:t 16-bit
Lifetime pperfayer Checksum
protocol
32 bits source IP address
32 bits destination IP address
Options and alignment

Fig. 2. Network package structure

To build a short-term prediction of the CTS
state it is necessary to use data sets stored in non-
relational storage. This will provide the ability to
perform a quick prediction of the CTS state with
great accuracy with low computational resources.

An important factor affecting the data
distribution system is their consistency, since IMS
CTS may consist of various hardware components.

The same applies to IMS, which, depending on
the components used, may have different hardware
solutions.

In this regard, the work of the data distribution
module may differ significantly for each individual
case.

To solve this problem, it is necessary to use a
unified system for the subsequent transfer of a
network packet to the storage system. This is
implemented in the developed network packet
collector, which provides a single diagnostic data
structure.

The result of selecting data and recording them
in a non-relational database is shown in Fig. 3.
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Fig. 3. Data representation in a non-relational
database

Data distribution software

development

The implementation of the developed data
distribution method for diagnosing the CTS state
includes a software design stage with its further
development. UML notation language was chosen as
a tool for designing software systems.

The developed software solution has client-
server architecture. The server part is located in the
IMS CTS, which ensures the continuous operation
of the system for collecting data on the current

system
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Relational data storage servers

S
-
4

The'Central SCADA server

Non-relational data storage servers

system states. The client part can be remote from the
object of diagnosis and work using data transfer
protocols. This solution provides the ability to
simultaneously remotely diagnose the condition of a
large number of CTS.

The developed software solution has a modular
architecture and can be expanded by adding new
functionality. Since the developed system is
organized according to the SCADA principle, the
central server receives data from remote CTS servers
in real time. This allows us to provide a constant
update of the data and use them for more accurate
prediction of the CTS state.

Communication with remote servers IMS CTS
is carried out using satellite or telephone data lines.
This solution contributes to a permanent connection
to the central SCADA server regardless of the
current location of the CTS. In order to increase the
stability of the software, the client part runs on a
central SCADA server, and users connect in
terminal mode. This ensures data integrity and the
ability to simultaneously use all data stored on
servers.

An important factor is the provision of the
possibility of data processing centers remote
location, thereby forming the possibility of building
territorial  expert centers. Scheme SCADA
architecture using miscellaneous data storage is
shown in Fig. 4.

Data processing operators

N

Data processing operators

Fig. 4. Network architecture of SCADA-system scheme using multi-structure data storage
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The initial stage of the task formalization is
the development of a use case diagram (Fig. 5),
reflecting the functionality of the software system.

The availability of functionality for the
operators of the client part of the software system
allows us to define the logic of the prediction
module and to develop a software part, explaining
the order of actions needed to be performed at the
stage of building the prediction of the CTS state.
For this, the CTS state diagram is used (Fig. 6).

The wuse of the developed project
documentation and the established features of the
software components made it possible to
implement the development of software for
managing data in diagnosing and predicting the
CTS state.

The implementation of the client part is done
using the C ++ development language and the QT
cross-platform framework (Fig. 6).

PostgresSqL is used as a storage system for
relational data, MongoDB is used for non
relational data. The server side is also
implemented by means of C++, which provides
high-speed processing and transfer of data.
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System -~ T
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The class diagram in Fig. 7 shows the classes
“ParserData”, “AsioListener”, “Listener”, collecting
data from hardware CTS control devices, extracting a
header from a network packet and performing the
distribution according to a pre-defined rule based on
the comparison of a key field with a parse list.

The parse list is stored with the system as an xml
file, an example of which is shown in Fig. 8.

The basis of the rule is the entry in the non-
relational database of critical subsystems (components)
for analyzing and forecasting their condition, assessing
the risk of failures.

The data necessary for diagnosing and predicting
the state of auxiliary subsystems (components) that do
not critically affect the work of the CTS are entered
into the relational database.

The selection of data takes place according to
parse list, after which, in order to the rule, the data is
distributed among relational and non-relational
databases. The distribution takes into account the
device priority, which is selected from the priority field
and the database is the field of the parse list file.
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Fig. 5. Software use case diagram for predicting the CTS state

188

ISSN 2663-0176 (Print)
ISSN 2663-7731 (Online)



Herald of Advanced Information Technology

2019; Vol.2 No.3: 183-196
Distributed Computer Systems, Networks and their Components

Select a vehicle
for forecasting

Choosing a subsystem
for forecasting

The beginning

Data
of the forecast loading
Connectjon at
g No Connecting to )
Check whether the server is connected

X)fes Data to predict the presence There iS\qo connection

{ Calculation and assessment

The @
of the vehicle subsystem output

Fig. 6. CTS State Diagram

hiorigo DB Postgress0B
S0 _str poonn
Seoliant Sorez
Fpdatabase Spnatify
Foollection Shrnotifes
Spemor
Spoid et _nicelyl)
Spdoc Hnzartaluel)
:iqudale :E ostgressD B0
Uery Postgres DB
St
Spretal
ongo DB
FaddCollection)
*Cleam)
Hnbilongo DBQ)
Cannector
Sepostgress DB
rigo DB
Sename OB
Beornect() [
Hnzart() DBConnector.dil
o
=h",iﬁksil:- Lilstener Listener ParserDaa
o_serice — -
pacmeptor Tefesio Listener parse String
I
*Parserlat
P Buniy arserbatal)
*gAeStI%eP Sﬁg"ﬂ listaner) BgettictardiSensors?)
Ot SR S listerer) *ParzerDatal)
AzioListenen] ===~ |
FeioClient Conact
Tin_serice Wtier ISensors
Qﬁmdpo!n‘t .
Sendpoint_iterator Wiy et alua])
*g»atSt:-EI ‘Walue Sensors et Alias Dvicar)
* i Client Connecty) $Rung) 9 Eet Marme 5 enzo)
e i Cliert Connect() Lakeve |Senzors)
Fconnecty) ~iititen) *Zensora)
%send Cata SensorsTo Readen) Fedany s
Baometer Denice 1 Dienjeal
aliaz Sensar
B arometen()
Sget'luel)
Bget dlias Devicel)
*get lame Senazom)
%, Barometer)

Fig. 7. Class diagram for the data distribution software module

ISSN 2663-0176 (Print)

189
ISSN 2663-7731 (Online)



Herald of Advanced Information Technology

2019; Vol.2 No.3: 183-196

Distributed Computer Systems, Networks and their Components

Research of the data distribution and

Table 1. Software profiling results

proceésmg . . Relational data |Non-relational data
or a numerical evaluation of the data Datasizel Tl o2 ol 3. o | T1.c T2 ol T3.
separation processes speed, the system carried out Nol  GB I ’ ’ ’ ’ ’
profiling of the created software application work :
by means of the development environment onatest | 1 | 100 211)198) 186 | 193 |182) 179
bench: Intel Core i5 7200u central processor, DDR4 | 2 | 150 326|298 | 269 | 297 |27/3 | 254
16 GB RAM. 10 computational experiments were 3| 200 |442]401| 364 | 401 |375| 352
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were calculated when executing the program in 1, 2 6 500 |1050|876| 751 | 987|898 | 851
and 4 streams (T1, T2 and T4, respectively). 7 600 [1284(1171| 1034| 1011|976 | 912
The research results are summarized in 8 750 11610(1478| 1344| 1576/1543| 1521
Table 1. The results are graphically shown in Fig. 9 9| 900 [1905/1811] 1745| 1794[1752| 1711
and Fig. 10. _ 10| 1000 [22562021| 1882| 1874|1672| 1511
From the conducted research, it follows that the
best performance of the data separation process
according to the developed method is achieved with 2500
distributed execution of computational processes by ]
the developed program in four continuous modes, and om ]
the data separation process in non-relational bases for E“"“ ]
all the experiments performed is faster than for data in E 1000 +—
relational databases (on average by 8-10 %). 500 1|
0
iy B C ] 1 flow 2flow 4flow
7 |0x01000000 1 750 1 | 8100068 SQL w100068 NosQL |
3 |0x01000000 1 246 1
4 | 0x01000000 1 250 1 Fig. 9. Results of software profiling on 1000 GB
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11 |0x01000800 1 115 1 .
12 |0x01000800 1 115 1 750 1 -
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17 | 0x020000000 3 11,8 2 —TtorsaL T fowNosal 210050
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22 | 0x020000000 3 11,8 7 This result is due to the lack of the need to form
links between individual data blocks and the
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Fig. 8. Parse list structure into different cores with caching of reading and
writing processes.
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In order to assess the state of the components of
the CTS from the data from the relevant databases,
the ship power plant (SPP), which is either a
functional complex of subsystems or the relationship
of these complexes, was selected as the object being
researched for diagnosing the CTS condition. SPP is
a particularly important element of the vessel and
affects the performance of all its other elements.

Therefore, the operation of the SPP from the
standpoint of reliability must be considered in
mutual connection with all its elements.

The operational readiness of the SPP is crucial
for the efficient use of the vessel as a means of
transport [26-31].

The CTS includes such subsystems:

— fire system (PS);

— control of the main engine (RUGD);

— compressed air (SSV);

— control of propulsion and steering complex
(DRK);

— boiler installation (KU);

— power station (PS);

— fire protection system (FPS);

— main engine (GD);

— remote automated control (DAU) of the main
engine;

— ballast-drainage (BOS);

— power transmission from the main engine to
the propulsion unit (PM);

— emergency drive DRC (AP);

— propulsion and steering complex (DRK);

— control system propulsion and steering
complex (SUDRK);

— sanitary water treatment (SSVP).

The structural scheme of the SPP and the
interconnection of the subsystems are presented in
Fig. 11.

All  subsystems can be
interrelated components.

Each of the subsystems affects the subsystems
of the next level.

All the data received from the sensors of the
parameters of the subsystems comes in a software
module.

The developed software module provides for
the use of the Bayesian trust network, which allows
us to determine the probability of the each CTS
subsystem components failure.

When analyzing data, their sample is formed
for a specific scenario of the CTS subsystems
components risk failure.

represented as

The data is then interpreted and processed using
knowledge acquisition, decision support and rule
management.

As a result, they are replenished with new data
from the knowledge, data and rule base, which are
then fed to the block for analyzing the decisions
taken.

In the study of the selected SPP, the risk of
subsystem failures was determined during the
operation of the ship’s power plant 20000 hours.

From the research results it follows that with an
increase in the element failure risk at the inlet of the
CTS from 0.09 to 0.2, the values of the failures risk
all affiliated and lower subsystems of the SPP
increase in accordance with the data given in Table. 2

Table 2. Subsystem failure risk SPP

Risk of
The name failure on Risk of failure
Ne of the input on input
element element element 0,2
0,09
1 PS 0,07 0,16
2 SSV 0,08 0,17
3 RUGD 0,07 0,16
4 SSVP 0,07 0,14
5 DAU 0,07 0,13
6 SE 0,08 0,15
7 GD 0,08 0,14
8 BOS 0,07 0,12
9 AP 0,07 0,12
10 SUDRK 0,07 0,13
11 KU 0,07 0,13
12 PM 0,06 0,1
13 DRK 0,08 0,13

Technical risk is a comprehensive indicator of
the CTS components reliability, namely the
combination of the hazards occurrence probabilities
of a certain class and damages from undesirable
events due to imperfection, violation of the rules for
technical systems operation
[26-31].
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The risk of failure is defined as the product of
the CTS component failure probability the damage
caused by the failure of the component.

When using the developed IMS software, which
provides real-time programmatic distribution and
transfer of Big Data to a relational and non-
relational database, the load on the local computing
server that processes data used to determine the risk
of failures of CTS components is reduced by 17.4 -
18.5% compared to the standard use of a computing
server with a relational data store.

There was no load on the switch performing the
data distribution function in the relational and non-
relational databases.

Predicting the use of non-relational storage is
more efficient due to the use of a simpler data

VHOD  level 1
1]

~

1 DRK

"

retrieval system in the storage array and not tracking
the constant hierarchy, as is the case in structured
arrays.

A positive feature that ensures the operation of
the proposed data distribution system is the
integration of the software-configured networks
concept and Data Mining methods in order to
identify the most important diagnostic
information for assessing and building a prediction
of the CTS state.

This approach allows us to increase the
accuracy of estimating the CTS states when
selecting data from their critical components. The
generated data sets are used in their analysis with an
assessment of the CTS components failures risk in
order to predict their technical condition.

level 6

Fig 11. The structure of the relationship subsystems SPP
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Conclusion

Due to research results it follows that the
highest performance of the programmatic data
separation process according to the developed
method is achieved with distributed execution of
computational processes by the developed program
in four continuous modes, and the data separation
process in non-relational bases for all the
experiments performed is faster than for relational
data (an average of 8-10 %).

The use of the developed software IMS,
providing software distribution and transfer of Big
Data in real time to a relational and non-relational
database, reduces by 17.4 - 18.5% the load on the
local computing server that processes data used to
determine the CTS components failures risk
compared to the standard use of a computing server
with a relational data store.

The use of the developed Big Data management
method with data distribution in relational and non-
relational databases allows using its results to assess
and predict the state of the critically vulnerable CTS
components.
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YIPABJIHHSA JAHUMMU ITPU JIATHOCTHLI I TIPOTHO3YBAHHI
CTAHY CKUIAJHUX TEXHIYHUX CUCTEM

Anomauis. Ilposedeno ananiz memodie ynpaeninusa Big Data. 3 memoio ompumanns ceoe€uacnux pe3yibmamie ananizy cmany cKiaOHux
MEXHIYHUX CcUCmeM HA OCHOGI 6CMAHOBNEH020 32i0HO 3 HOPMAMUGHOI0 OOKYMEHMAyiclo nepeniky napamempis, wo Maiomv nepuiopsaone (0ns
KpUMUYHO 8AJICTUBUX KOMNOHEHMIg) i Opyeopsone 3HA4eHHs npu OiaeHOCMYBAaHHI cmany KOMHOHeHmis, wo 3abe3neuyiomv QYHKYIOHY8AHH
CKAOHUX MEXHIYHUX CUCEM HeOOXIOHO pOo3pobumu mMemoo YNpAaGiiHHs OAHUMU, WO 00360J5E 3 BUCOKOIO WEUOKOOJIEK | be3 empam po30iismu i
nepedasamu Big Data 6i0 IBC 6 pensyitini i nepensyiiini 6asu oanux. 3anpononosano memoo, wo 3abesneuyc po3nooil OGHUX, w0 HAOX00AMb 3
iHGhopMayitiHO-6UMIDIOBATILHUX cucmeM 6 penayilini | HepelayitiHi 6a3u 0aHux npu OlaeHOCMuYi Mma NPOSHO3Y8AHHI CMAHY CKIAOHUX MEXHIYHUX
cucmem. OOIpyHmosano doyinbHicme sukopucmants konyenyii Data Mining ¢ SCADA cucmemax 0ns ynpasninus Big Data. Po3po6neno aneopummu
nepeoaui, po3nooity ma aHanizy 0aHux 8 IHpOPMayiiHO-6UMIPIOBAIbHOI cucmemMu npu 0iaeHOCMuUYi Ma NPOSHO3Y8AHHI CIAHY CKIAOHUX MEXHIYHUX
cucmem. Po3pobneno cxemy nepedaui 0anux 6 npucmposx, wo sukopucmosyiomo wuny CAN. B ocnogy 3anpononosanozo memoody ynpagninus Big
Data npu Oiaenocmuyi ma npocHO3Y8aHHI CMaMy CKIAOHUX TMEXHIYHUX cucmem NOKIA0eHO 3abe3nedenuss OUHAMIYHO20 PO3NOOINY OAHUX 6
IHPOPMAYITIHO-6UMIPIOSATbHOT CUCEMU 3 YPAXYBAHHAM GUMO2, WO NPed'AIsIoMbCs 00 GUKOPUCTOBYBAHOT CIPYKIYPI TOKANbHO-00UUCTIO8ATbHOT
Mmepeoici. Memoo tpynmyemucs na 3acmocy8anui npuHyunie nobyoosu npoepamHo-KoHQpieypylomscs mepelic, uwjo 003601A10Mb YNPaGIAmU Mepesiceio
30 paxyHoOK 6UKOPUCHAHHA pPe3yIbIamie auanizy Nomokie OaHux, wjo npoxooamuv uepe3 6y3106i mepeoicesi npucmpoi. Pospobnena npospamna
peanizayii cucmemu po3nooiny OaHux @ JOKANbHIU MEpedCi 3 GUKOPUCMAHHAM NPUHYUNY AHATIZY Mepedcesux naKemie npu ix HaoX0O0JCeHHi Ha
KoMymayiuni @y3nu  inghopmayitino-eumipioganvioi cucmemu. Pospobreno cucmemy npoepammoi nociku po3nodiny Oanux 3 iHgopmayiino-
BUMIPIOBATILHUX CUCHEM, WO Nepedaomvcsi No JIOKAIbHUX mepedcax abo no komymayitinoi wuni CAN. 3 nposedenux 0ocniodiceHv suniusae, ujo
HaUbinbWa nPOOyKMUBHICMb npoyecy NOOINy OaHUX NO pO3POOIEHUM MEMOOOM OO0CAAEMbC NPU PO3NOOINEHOMY BUKOHAHHI OOUUCTIOBATLHUX
npoyecie po3pobnenoi npozpami 6 YOMUPLOX NOMOKOGOMY PeNCUMi, NPUUOMY npoyec NOOiny OaHux 6 Hepenayitini 6asu Ona 6CiX NpoeeoeHux
EeKCRepUMEHMI6 BUKOHYEMbCS WUOUe, HIdC Ol OAHUX 8 penayitini basu. 3acmocysants po3podrenozo memoody ynpaeninus Big Data 3 po3nodinom
danux 6 penayitni i Heperayitni 6asu Oanux 3abesneuye niOGUWEHH WEUOKOOIT IHPOpMayilino-6uMIpIO6aTbHOi cucmemu npu diazHocmuyi ma
NnPOCHO3YBAHNT CMAHY CKIAOHUX MexXHiYnux cucmem. /[036015¢€ npo2Ho3yeamu mexuiunui Cman KpUmuyHo-pasiueux KOMNOHenmie cucmem npu ix
KOPOMKOYACHOMY 3HAXOOJNCEHHI 8 A8aPIUHOMY CIAHI, A MAKONC 30IUCHIO8aMI 00820CPOKOBULL NPOSHO3 OYIHKU MEXHIYHO20 CMAHY 6CI€l CKNaoHoi
mexuiynoi cucmemu. Bukopucmanns npoepamuux po3noodinbnuxie nepeoanoi ingopmayii 3abesneuye nioguuwenns weuokooii ingopmayiiino-
BUMIPIOBANbHOI cucmeMu npu OlazHoCmuyi ma nPo2HO3Y6aHHI CIMAHY CKIAOHUX MEXHIUHUX CUCTEeM, MUM CaMum 3a0e3neuyiodll C60E€HacHy OYiHKy
cmany KpumuiHo 8adNCIUBUX KOMNOHEHMIB CKAAOHUX MEXHIYHUX CUCTHEM, BUXIO 3 10y AKUX 6NIUEAE HA NPAYE30amHICHb CUCHIEM.

Knwuosi cnosa: ynpasninus oanumu; Big Data; DataMining; SCADA-cucmemu; penayiiini i nepersyiini 6azu oanux, ingopmayiino-
BUMIPIOBANbHA CUCIEMA, PO3NOOIN OAHUX, CKIAOHI MEXHIYHI cucmemu, 0iaeHOCMUKA,; NPO2HO3YBAHHS CINAHY MEXHIYHUX CUCTeM
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YIPABJIEHUE JAHHBIMHA ITPU JUATHOCTHUKE U ITPOI'HO3UPOBAHUN
COCTOsAHUSA CIOKHBIX TEXHUYECKNX CUCTEM

Annomayus. Ilposeden ananuz memoooe ynpaenenus Big Data. B yensix noayuenust c60e6pemMeHHbIX Pe3yibmamos aHAIu3d COCMOSHUS
CTIOJICHBIX MEXHUYECKUX CUCEM HA OCHOBE YCMAHOGIEHHO20 N0 HOPMAMUGHOU OOKYMEHMAyuy nepeyts napamempos, uMelowux nepeocmenenHoe
(0151 Kpumuuecku GadCHbIX KOMNOHEHMOS) U 6MOPOCHENEHHOe 3HAYeHUe Npu OUASHOCIUPOSAHUL COCMOSHUSL KOMNOHEHMO8, 00ecneyusaiouux
DYHKYUOHUPOBAHUE CILOJNCHBIX MEXHUYECKUX CUCeM HeoOX00uMo paspabomams Memoo YRpAGLeHUs OAHHbIMU, NO360JAIOWUL C GbICOKUM
Ovicmpodeticmseuem u Oe3 nomepv pasodenims u nepedasamv Big Data om HHUC ¢ pensyuonnvle u HepersyuonHvle 6azvl 0anuwix. IIpednodicen
Memod, obecneuusarowull pacnpedenenue OanHbIX, NOCMYNAIOWUX ¢ UHMOPMAYUOHHO-USMEPUMENbHBIX CUCIEM 8 DEAYUOHHbIE U HepessyUOHHble
6a3bl OAHHbIX NPU OUASHOCHIUKE U NPOSHOUPOBAHUU COCOAHUS CILOJICHLIX mexnuyeckux cucmem. OOOCHO8aANA 1e1eco0OPA3HOCIb UCHONb308AHUSL
xonyenyuu Data Mining ¢ SCADA cucmemax ons ynpaenenusi Big Data. Pazpabomarul anzopummsl nepeoauu, pacnpeoeierus U aHauusa 0aHHbIX 8
UHGDOPMAYUOHHO-UZMEPUMETLHOU CUCTEME NPU OUACHOCIMUKE U NPOSHO3UPOSAHUU COCMOSIHUSL COJICHBIX MeXHUYecKux cucmem. Paspabomana cxema
nepedauu OauHwix 6 ycmpoiicmeax, ucnoavzyvrouux wurny CAN. B ocnogy npednodcennozo memoda ynpasnenus Big Data npu ouacHocmuke u
NPOSHOZUPOBAHUU COCMOSHUS CIOJCHBIX MEXHUYECKUX CUCIEM NONOACEHO 0becneyenue OUHAMUYECK020 pacnpedeneus OaHHbIX 8 UHPOPMAYUOHHO-
UBMEPUMENbHOU cucmemMe C Y4emoM mpeOosanuil, npeovbieaeMblX K UCHOIb3YeMOU CMpYKmype IOKANbHO-8bIYUcIumenshot cemu. Memoo
OCHOBbLBACMCST HA NPUMEHEHUU NPUHYUNOE TNOCMPOCHUS NPOSPAMMHO-KOHMUSYPUPYEMbIX cemell, NO360JAI0WUX YAPAGIAMb Cemvio 3d cuem
UCNOTL30BAHUSA PE3VILINAMOS AHANU3A NOMOKO8 OAHHLIX, NPOXOOAWUX Hepe3 Y3n06vle cemegvle ycmpoticmea. Paspabomana npoepammmnas
peanuzayuu cucmemvl pacnpedenenuss OaHHbIX 6 JTOKAIbHOU Cemu ¢ UCNOIb306aHUEM NPUHYUNA AHATU3A CEMe8blX NAKEeMog npu ux NOCMYnieHuU Ha
KOMMYMAYUOHHbIE Y316l UHPOPMAYUOHHO-USMEPUMENbHOU cucmembl. Paspabomana cucmema npoSpamMmHoOu 102UKU PACIPeOeseHusi OaHHbIX C
UHPOPMAYUOHHO-UBMEPUMENLHBIX CUCTEM, Nepedasaembvlx No JOKATbHLIM cemam aubo no xommymayuonnou wune CAN. U3 nposedenmvix
uccnedoganutl ciedyem, Ymo HauboIbwas nPoU3Eo0OUMeIbHOCb NPoYecca pazoeneHus OGHHbIX O paspabomaniomMy Memoody 00Cmueaemcs npu
PACNPEOeeHHOM  BbINOIHEHUL GbIUUCTUMENbHBIX NPOYECCO8 PA3PAOOMAHHOU NPOSPAMMOL 6 HYEemblpex HOMOYHOM pedcume, Nnpuuem npoyecc
paszoenenusi OaHHbIX 6 HepeTAYUOHHbIE Oa3bL OISl BCEX NPOBEOCHHBIX IKCNEPUMEHNOB GbINOTHACCS Obicmpee, Yem Ol OAHHBIX 8 peNAyUOHHble OA3bl.
IIpumenenue paspabomannozo memooa ynpaenenus Big Data c¢ pacnpedenenuem OauHbIX 6 pensiyuonHble U Hepesiyuonnvle 0azvl OAHHBIX
obecneuusaem nogviuienue OblICMpoOeucmeuss  UHMOPMAYUOHHO-USMEPUMENLHOU CUCEMbl NPU OUASHOCMUKE U RPOSHOZUPOBAHUU COCIMOSHUSL
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CTIOJICHBIX mexHudeckux cucmem. Ilo3zeonsem npozno3upoéamv mexHuueckoe COCMOAHUE KPUMUYECKU-YA3GUMBIX KOMNOHEHMOE CUcmeMm npu ux
KpPAMKOBPEMEHHOM ~HAXO0JICOCHUU 6 ABAPUUHOM COCHOAHUU, A4 MAKIICE OCYUWeCMBIAMb 00N20CPOUNbIIL NPOSHO3 OYEHKU MEXHUYECKO20 COCHOAHUS
6cell  CNOACHOU mexHuueckoll cucmemvl. Mcnonvsosanue npoepammubix pacnpedeiumeneti nepedagaemoil ungpopmayuu obecneyugaem nogvluieHue
Ovicmpodeticmeus  UHGHOPMAYUOHHO-USMEPUINENLHOU CUCHIEMbL NPU OUASHOCMUKE U NPOSHO3UPOBAHUU COCIOAHUSA CIONCHBIX MEXHUYECKUX CUCTEM,
mem camviM 06ecneyusas C80e6PeMentyl0 OYeHKY COCMOAHUA KPUMUYECKU BAJICHLIX KOMNOHEHMOG CJIOJNCHBIX MEXHUYECKUX CUCHEM, 6bIX00 U3

Cmposl KOmopbwlx e1usiem Ha paﬁomocnocoﬁnocmb cucmem.

Kntoueevie cnosa: ynpasienue oannvimu; Big Data; DataMining; SCADA-cucmemvl; pensyuonnvie u nepensiyuonnvie 6azol OAHHbIX,
UHGDOPMAYUOHHO-UZMEPUMENbHASL  CUCTEMA, PACAPeOeNieHUue OAHHbIX, CLOJNCHbIe MEXHUYeCKUe CUCMEeMbl; OUAZHOCMUKA, NPOZHO3UPOGAHUE

COCMOARUA MEXHUYECKUX cCUucmem
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	Problem statement
	Many data management structures for monitoring the CTS state have a scheme that corresponds to the SCADA automatic control and information collection system [14-16].
	The system is designed to develop or provide real-time systems for collecting, processing, displaying and archiving information about the diagnostic object.
	SCADA has requirements, the fulfillment of which also affects the quality of CTS functioning diagnosed, namely:
	– system reliability (technological and functional);
	– security management;
	– accuracy of data processing and presentation;
	– system expansion simplicity.
	Fig. 1. Data distribution scheme in information and measurement systems
	Fig. 2. Network package structure
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