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ARTIFICIAL INTELLIGENCE SYSTEM FOR IDENTIFYING ROBOT
BEHAVIOR ON A WEB RESOURCE

Annotation. The architectural implementation of a machine learning system for identifying a robot on a web resource by
behavioral factors is considered. The article discusses how to build software architecture for a machine learning system whose task
is to determine the behavior of anonymous users. Behavioral factors for identification are a set of factors describing various
components, each of which may be characteristic of the behavior of the robot. Weka software provides a mechanism for training on
designed data models describing human and robot behavior. The learning algorithm — the “method of nearest neighbours”, provides
the construction of images based on the largest number of combinations of factors that describe one of the models. Data models for
training are storved in a file on the hard disk in the form of matrices of feature descriptions of each of the types of behaviors. The
article discusses software and algorithmic solutions that will help solve the problems of combating fraudulent clicks, spam and
distributed multi-session attacks on the server, as well as reducing the level of confidence in the website for search engines. The
article discusses sofiware and algorithmic solutions that will help solve the problems of fighting click fraud, spam and DDOS
attacks, as well as reducing the level of trust of a web site for search engines. Because a large number of illiquid and malicious
traffic reduces search positions and reduces the TIC (thematic citation index) and PR (page rank) of the site, which reduces the
profitability of the web resource. A large number of illiquid and malicious traffic reduces search positions and reduces the thematic
citation index and search ranking of site pages, which leads to a decrease in the profitability of a web resource. The results of this
article are the proposed behavior analysis system, a description of the technical implementation shell and a system training model.
The statistics for comparing malicious traffic after connecting the system to a web site are also given. The implementation language
was selected as Java. Using this system possibly allows cross-platform integration of the system, both on Linux and Windows. Data
collection from the site, to determine the role of the user, is carried out using JavaScript modules located on the web resource. All
data collection algorithms and user information storage periods are implemented within the framework of the European Data
Protection Regulation. The system also provides complete anonymity to the user. Identification is carried out exclusively using
fingerprint tags.
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Introduction

The ability to identify a robot on a website
allows protecting the web-resource from unreliable
conversions and visits, which can also bring
financial costs to resource owners or lead to loss of
copyright data. Any web-resource has the main
goals and characteristics: profit, live visits and the
likelihood that the user will return to this resource in
the future. In general, this forms the profitability and
popularity of the web-resource [1]. However, these
indicators are strongly distorted by a large number
of malicious software - in particular, Internet robots.

Website protection at the network level is not
possible if the robot uses dynamically changing IP
addresses. Many robots work by simulating user
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behaviour, but this behaviour is still a rigidly
structured logic that can be described by a set of
repeating factors. There are various types of
malicious robots: click bots, file down robots,
imitation robots, scraper robots, spam robots.

One of the most profitable areas of Internet
business is web advertising. Sites with a large
number of visitors can place ad units on their pages,
for example, Google Ads. A conversion in Internet
marketing is the ratio of the number of website
visitors who have performed any targeted actions on
it (hidden or direct instructions from advertisers,
sellers, content creators — buying, registering,
subscribing, visiting a specific page of a website,
clicking on an advertising link), to the total number
of site visitors, expressed as a percentage [2]. These
ad units, depending on their type (cost per mille
(CPM), cost per order (CPO), cost per click (CPC),
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cost per action (CPA)), charge the advertiser, the
owner of the advertisement and the owner of the site
where the advertisement is placed. The cost of each
ad unit depends on the performance of the current
website, namely: unique visitors and the price of a
unique visitor [3]. For example, clicker robots bring
high costs to online advertising, which operate on
the CPC model, where payments to the advertiser
are made for each click on the advertising banner.
However, clicker robots make empty clicks on ad
units, thereby reducing the conversion of these ad
units, since this click will not lead to any action on
the use of the advertised services or goods. Such
bursts of blank taps distort further resource statistics.

Literature review

For timely detection, identification and
localization of the impact of malicious robots, it is
necessary to provide the system with a knowledge
base about malicious robots and means of combating
them. Then you need to teach the system to work
with this knowledge base. The main element of
machine learning is the reliable selection of data that
will be used to train the system. Any inaccuracy or
miscalculation during training can lead to complete
inaccuracy of the result of the system. Repeated
retraining entails a reset of results and repeated costs
for updating the knowledge base of the system.

The behaviour of a machine learning system is
described on the basis of constructing a perceptron
logic diagram of the structure of the interaction of
value judgments [4]. Each assessment should have a
number of input data received from the user and
methods for processing them that would fit the
description of one of the trained behaviour models
[5-6].

However, robotic behaviour algorithms are
developing every day, so the system must have three
main factors [7]:

— training on examples that will be prepared in
advance to build a basic understanding of the study
area;

— training with reinforcement, which is based
on the positive and negative outcomes of the
analysis;

—  self-education, 1i.e. the ability to
simultaneously and without reboots expand the
knowledge base based on reliable negative and
positive results of previous analyzes.

Any system for working with user data should
be formulated on the basis of generally accepted
standards for the storage of user data and
personalization methods of the user on the Internet.
Many technical tools that are used to write robots
have their own nuances and vulnerabilities, which
can be used to determine with high probability that

the specified user is a robot [8]. Typically, such tools
are implemented in order to expand the functionality
of a programming language or library, but such
vulnerabilities can be used as identification flags, as
an ordinary user in the browser does not have such
functionality.

Statement of the problem and purpose of the
study

The aim of the study is to develop a
microservice system for analyzing user behaviour on
the site in order to determine the role of this visitor:
“robot” or “human”. It is necessary to give a general
description of the robot’s behaviour models and
methods for identifying them, as well as a
description of the structure of the machine learning
system based on Java and forecasting tools — Weka,
as well as describe behavioural assessment factors
and examples of robot behaviour.

The analysis system should be able to identify
robots of any type on a web resource with the aim of
the possibility of their subsequent identification and
blocking access to them on a web resource.

The system must comply with the general
requirements:

— lack of influence and changes to the website
interface;

— do not create delays when loading the visual
component of the site;

— ensure the anonymity of the transmitted data;

— do not store personal data of users;

— the maximum size of the response delay is up
to 120 ms;

— cross-platform.

All collected data from the user's web browser
while it is on the site must be transmitted via HTTP
POST request.

The server implementation of the module must
have two Application Program Interface (API)
methods. One API method returns the result of the
analysis of user data received from the client
module, and the second method provides the ability
to dynamically expand the knowledge system with
loadable data models. For the Weka machine
learning algorithm [9], the k-nearest-neighbour
algorithm is used. This algorithm allows analysis
based on a comparison of two boundary types of
behaviour and to evaluate them by different
intersections of behaviour factors.

Main part. Each company that provides the
ability to place and sell advertising platforms has its
own individual mechanism for determining
malicious traffic or wuses third-party services.
However, the use of such services implies additional
costs for checking the visitor, and this reduces the
company's profit. Therefore, there is a need for an
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independent analysis of each visit to a user on a
website using an analysis system. Most robots for
analyzing web sites are developed according to well-
known schemes or a similar behaviour algorithm,
therefore, to describe the model of artificial
intelligence (AI) used in this task, it is necessary to
highlight the main value judgments by which Al can
later make a quick verdict about the type of visitor.

The reasons for starting a behaviour analysis
may be a sudden increase in visitors to the site
followed by clicking on the ad units, but the time
spent by the user on the site remains minimal. Such
bursts should be filtered by Al systems for traffic
analysis. Also, these users usually have the ability to
save cookies disabled. This eliminates the possibility
of assigning a label to the user for identification in
the future. However, as a rule, it is possible to track
the IP of each incoming user and if the Al system
once gives a “robot” rating for any IP address, then
requests from this address will be ignored in
building statistics or charging funds for clicking on
an ad unit.

You can place invisible blocks (Fig. 1) outside
the visible part of the web resource, but with the
name of the <div> block containing the words “ad”,
“ads”, “advertiser”, etc. Such blocks, as a rule,
contain advertising content, and clicker robots are
more likely to react to them and produce clicks on
blocks with which a regular user cannot interact.

Visible area

Fig. 1. Visible document area and trap blocks

JavaScript is used to collect data from the client
side, thanks to which it is possible to collect data
about user actions on the site, for example, to build a
map of the cursor moving around the site, time spent
on the site, click locations, and frequency of visiting
the resource. Since robots are most likely to use
many different IP addresses, it is also possible to
exclude IP addresses by dialling from a range by
grouping them according to similar behaviour. As a

rule, the user has scrolling pages, viewing news;
there is no direct path for moving the cursor. In turn,
robots usually learn content by searching for blocks
with specific keywords in their name. The
movement of the cursor on the document is tracked
on each of the conditional sectors of the website
(Fig. 1).

A set of this data collected from the client side
is sent along with the request to display ads on the
server side, where there are two stages of data
processing. The first stage is analysis using the
developed system, which provides the entire set of
input data and which gives an instant assessment of
the similarity with the behaviour patterns of various
robots.

At the second stage, advertising content is
generated taking into account whether the robot or a
live user clicked. Thus, the ratio of clicks of live
users to actions after a click is stabilized and each
click will be targeted.

For the analysis of user clicks, 5 rules are
selected, each of which can have a rating from 0 to
100. The ratings are set by the Weka analysis system
based on previously trained data. Each of these rules
forms intersections that form the resulting
classifiers. Each such classifier is used to determine
membership in a particular conclusion.

All input data for training are designed in
advance with a different number of intersections
according to the following rules (Fig. 2):

A. Visible area.

A.1. Hit of the click in the visible area;

A.2. Click transitions between sectors (1, 2, 3,
4);

A.3. Hit of the click by sectors (1, 2, 3, 4);

A 4. Clicking occurs with the scroll event.

B. The intersection of clicks after building
straight lines between the stopping points of the
cursor, based on the beginning and end of the cursor
moving over the visible area of the site.

C. Pressing time and frequency taking into
account events:

a) intra-block context events: MouseDown,
PointerDown;

b) the event “Video”;

c) event “Sound”;

e) event “keyboard”.

D. User Activity by Event:

D.1. Clicking takes place in the depth of the
website transitions;

D.2. Clicking occurs from a point in the world
of the corresponding geo-location of the website
(timezone).

E. Availability of settings and cookies:
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E.1. There is a fingerprint or any arbitrary
marker placed in the cookie or local storage of the
user's browser;

E.2. The Browser Session setting is enabled (it
does not work in all browsers) [6].

Rules

Input params Value judgments

Al ——p>
AZ

A3 —»
A4 ——p

D1
Dz

E1l——»
EZ2
E3 ——»
E4 —»

0

Qutput

Fig. 2. The structure of the system for determining user behaviour on a web resource

According to the selected rules, it is possible to
construct a generalized form of a multilevel
perceptron (Fig. 2). The perceptron includes S
(sensory), A (associative), R (reactive) elements.
The S-element in the diagram is the rules, A is the
value judgment, and R is the conclusion constructed
by the analysis system.

The mathematical model consists of the sums of
all the probabilities of obtaining a positive
assessment in one of the blocks R1... R9. If an A-
element has n inputs, then n weights and a threshold
value © must be specified in it. The perceptron
generates a logical 1 at the output if the linear form
from the inputs with coefficients exceeds © and -1 if
the condition is not met.

In such systems, it is important to lay the
possibility of dynamic expansion and the flexibility
of introducing new rules, because the technologies
used to create robots are constantly evolving, and the
system must be dynamically expandable. Therefore,
the formation of the analysis result can be described
by the formula [10-11]:

Result
F(Zi lel _®./11)
Z- Wy, ————=0,,
EE layer1 :
DLW, .
W layer?2
x) =
S layerN

where: i— the input number;
j — the number of neuron in the layer;
— the weight coefficient of the i-th input of the
neuron of the layer j;
— the weight matrix of all neurons of layer ;.
Each  layer calculates a  non-linear
transformation of the input parameters from a linear
combination of signals from the previous layer. Such
a combination forms an arbitrary multidimensional
function at the output with an appropriate choice of
the number of layers, the range of signals and
parameters of neurons. Thus, each of the input
parameters has its own significance coefficient in the
formation of the subsequent layer. These coefficients
are necessary to correlate the effect of the layer on
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the next point, for which this conclusion becomes an
input parameter (Fig. 3).

{"cursor”: {
"click point": [
{

"block type"”: “div",
"class": "button menu",
"content”: "Menu",
"style": "format_tmp"

=

(-

o block type": "div",

"class": "adv block",
"content”: "Extra sales!",
"style": "ad formatter”

]1,"stopped _coord": [

{"x": 129,"y": B1},{"x™: 13,"y": 245},
"% B4, "y": 124}
F
"speed": 1205,
"use_scroll":
}."user_hash": "asdfasdfalu2isdkjfasdf”,
"browser": { “local_storage":

"“browser_logging":

“nav_webdriver":

"nav_plugins": [
"flash"

111
175]

Fig. 3. Example user data "robot" in JSON format

The classification task in machine learning is
the task of assigning an object to one of the
predefined classes based on its formalized features.
Each of the objects in this problem is represented as
a vector in an N-dimensional space [12], each
dimension in which is a description of one of the
features of the object. In this case, it is necessary to
classify the user data received from the client
module: the speed of moving his cursor, the history
of visits from his IP address, the presence of various
browser settings, the area of pressing and focus of
his cursor, as well as the depth of passage through
sections of the site and the duration of the session on
cach. The training is based on the method of k-
nearest neighbours — a metric algorithm for
automatic classification of objects or regression [13].
In the case of using the method for classification, the
object is assigned to the class that is the most
common among k neighbours of this element, the
classes of which are already known. In the case of
using the method for regression, the object is
assigned an average value over the k nearest objects
to it, the values of which are already known. The
algorithm can be applied to samples with a large
number of attributes (multidimensional). To do this,

before applying, you need to determine the distance
function between each attribute.

Different attributes can have a different range
of represented values in the sample (for example,
attribute A is presented in the range from 0.1 to 0.5,
and attribute B is presented in the range from 1000
to 5000) [18]. Distance values can be highly
dependent on attributes with large ranges. Therefore,
data is usually subject to normalization. In cluster
analysis, minimax normalization is used. Minimax
normalization is carried out as follows [16]:

x" = (x—min[X])/(max[X]- rnin[X]),
where: x — distance between attributes.

In this case, all values will lie in the range from
0 to 1; discrete binary values are defined as 0 and 1.

Some significant attributes may be more
important than others, therefore, for each attribute a
certain weight can be set in accordance [14] [15].
Thus, each attribute k will be associated with a
weight Zk, so that the attribute value will fall into
the range [0, max (k)]. For example, if an attribute is
assigned a weight of 2.7, then its normalized-
weighted value will lie in the range [0, 2.7] [17].

Since the system has a microservice structure,
integration into any existing system is possible. For
the user, the design of the website will not have any
visible changes. Also, initialization of the client
module does not create visible network delays.

Currently, there are many solutions on the
market that contain some of the described features,
for example, using Google reCAPTCHA is a good
algorithm for determining a robot, but due to the
need for user interaction with the interface, this can
scare away real visitors [19]. There is also the
possibility of using Akismet, a system that
determines the behaviour of a user by his activity on
the site, for example, the number of posting
comments or opening links and transitions [20]. The
system is invisible to the user, however, it will not
protect against parser robots that steal content from a
web page, as well as robots that increase the number
of downloads or visits.

The developed system was created taking into
account all these shortcomings; it is also invisible to
the visitor and contains a calculation of the number
of user inputs and determination of its uniqueness.
The connection between the server and client part
occurs when the user goes to the web page where the
Javascript module is located, which collects data
about the user, tracking his activity on the website
and checking the browser data. An AJAX request of
the “POST” type is sent from the client to the API
method “/check user”. The request contains
information about the presence of global variables in
the browser, data on the cursor movement, as well as
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a unique fingerprint tag, then it is divided on the
server and the structure of perceptron element
objects is formed, which is transmitted for
identification to the analysis system. If the system
determines that this request contained data
describing the robot, then a response is sent to the
client with the HTTP code “204” and the JavaScript
module closes the connection from the servers for
this session. The IP address from which the visit was
made to the site will be indicated in the system as
mistrust. If the user has not been identified as a
"robot", the response with the HTTP code "200" will
be returned and in this case the site content will be
displayed to the user. For example, in the case of the
presence of ad units on the site, requests for
selection and display of advertising banners will
occur.

The client module consists of four main parts:

1) Subscriber Identity Module;

2) The analysis module of the browser and its
environment;

3) The module for tracking the speed and
behaviour of the cursor;

4) A module for analyzing blocks that a user
clicks on.

When the site is first opened, the client
module checks the following places in the search for
fingerprint tags: cookie, local storage and evercookie
(web history, local shared, session, local, global
storages). Using evercookie allows you to
automatically delete it from the others when you
delete a cookie containing an identifier tag in one of
these places. The algorithm works even if the user
changes the browser (via Local Shared Objects with
Flash). This type of identification is not prohibited
by the GDPR agreement, since it does not contain
any user data in its key.

The browser analysis module checks the
following parameters from the browser and
environment:

— the presence of global variables;

— User-agent browser;

— access to the LocalStorage browser;

The client module checks for the global
variable “navigator webDriver”, this marker may
indicate that the current session was initialized by a
robot developed using Selenium. The presence of
the global variable browser.logging evaluate in the
browser indicates that this session is initialized using
the PhantomJS library.

The headers of a request sent via PantomlJS
have the following differences:

1) the Host header is the last;

2) the value of the Connection header is sent in
upper case for the first letters;

3) the Accept-Encoding header contains only
8zip;

4)  the
“PhantomJS”.

The next factor in determining PhantomJS is
the lack of access to installing plugins in the
browser. Each browser has a set of plugins, a list of
which can be obtained by request of the API —
“navigator.plugins”. The name of the environment
variables contains an array of extensions installed in
the browser.

Usually it contains Flash, ActiveX, support
for Java-applets or Default Browser Helper which
indicates that this browser is installed by default in
the client operating system. Such parameters can
also be in emulators that are used by robots;
however, in order to accelerate the opening of the
session and increase productivity, these settings can
be turned off by the robot.

User-Agent  header  contains

Discussion of the results of the study

Based on the results of the study, a system for
analyzing user behaviour using machine learning
was developed. Using the Weka tool, the system will
be able to identify the behaviour of each logged-in
user based on previously analyzed traffic, thereby
simultaneously =~ performing  two  functions:
determining the user and training their own
knowledge bases with each new request. In addition,
the system must be supplemented with a complex of
block traps on the page. Thus, thanks to this
integrated approach, it was possible to reduce the
number of robots on the site by about 20 %. This
was especially noticeable at the peak of daily traffic,
since a large percentage of RPS (Request per
Second) was from third-party robots that are not
targeted users.

To test the performance of the system, the
module was integrated into two large sites of online
movie theatres. Such sites usually contain a constant
percentage of daily visits, which makes it possible to
exclude the possibility that the volume of traffic was
less due to any third-party factors. Based on the
statistics from Google Analytics, an analysis can be
made. There is an average daily turnover of visitors
on the site of 3 million people, as can be seen on the
graph (Fig. 4).

The upper curve is the number of visits before
the analysis system was turned on, black - with the
system turned on. For performance measurements,
two statistical samples were taken. The first sample
for two days of the first week of December, the
second two days (with a working analysis system)
for the second week of December.
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Since advertising banners usually contain
targeted clicks and when using the system there is a
12 % increase in the cost of clicking.

4M

3M

2M

Values

1M

00:%0

S0-¢1-610¢
00:¢20
00:90
00:80
00:0T
00:¢T
00:¥I
0091
00:8T
00:0¢

00:¢¢

To calculate the cost of pressing the formula is
used:
cost=AE/ CC * 100,
where: AE — amount of expenses,
CC — number of clicks.

00:%0

00:20
00:90
00:80
00-0T
00:¢T
00°¥T
00:91
0081
00:0¢
00:2¢

Date/Time

90-¢1-610¢

Fig. 4. RPS ratio before and after connecting the robot control system

Thus, the site’s performance was increased and
a significant percentage of false traffic was lost. This
led to an increase in the cost of clicking on the ad
unit, and, therefore, the owner of the web resource
increased the percentage of monetization of the
resource and reduced the load on the server side.

Conclusions

As a result of the study, a machine-learning-
based system was developed to analyze user
behaviour on a website in order to determine the
source of traffic from malicious robots. The
implementation of this system in the operation of the
web site allowed reducing the number of visits to the
site by robots, which caused losses to companies that
place advertising content on the site. The developed
system integrates into any environment, and is also
invisible to the user.
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CUCTEMA HITYYHOI'O IHTEJIEKTY JJIS IIEHTU®IKAILIL
NOBEJIHKHU POBOTA HA WEB-PECYPCI

Anomauia. Posensinymo apximexmypna peanizayisi cucmemu MAWUHHO20 HAGYaHHA Ons i0enmugpixayii poboma na web-
pecypci ho nosedinkogux gakmopis. ¥ cmammi onucano nooyoosy npocpamuoi apximekmypu 01l CUCIeMU MAWUHHO20 HABUAHHS,
3A60AHHAM 5KOI € GU3HAYEHHS NOBCOIHKY AHOHIMHUX Kopucmyeauis. Ilosedinkoei paxmopu 0ns idenmugixayii wkiorusux pobomis —
ye CyKynHicmbv paxmopie, wjo Onucylomv pisHi CKIAO08I, KOJCeH 3 AKUX MOdJice Oymu XapakmepHuum Oas noeediHKu poboma.
Ilpozpamne 3abesnevenns Weka 3abe3neuye mexaniam HAGYAHHA NO CHPOEKMOBAHUM MOOENAM OQHUX, WO ONUCYIOMb NOBOOUCEHHS
JMIOOUHU | N0GeOdIHKU podoma. Aneopumm HABYAHHA — «MemoO HAUOAUNCUUX Cycidigy, 3abe3neuye nodoyooea obpasié Ha OCHOSI
HaUOINbLUI020 KINbKICMb NOEOHAHL YUHHUKIG, WO ONUCYIOMb 00HY 3 Modeneu. Modeni oanux 0na Haguanus 30epiearomuvcs 8 ¢aiini Ha
2HCOPCMKOMY OUCKY Y GUNAOT MAMPUYL O3HAKOGUX ONUCIE KOJICHO20 3 MUNIE NOBOONCEHb. Y cmammi po32isaiaromscs npocpamui ma
aneopummiuni piuienns, SKi 0ONOMOAICYMb UPIWUMU NPOOaeMu OOPOMbOU 3 WAXPATICOKUMU HAMUCKAHHAMYU HA PEKAAMHI OJOKU,
cnamom i po3nodinenumu 6a2amoceciiHicms Aamakamu Ha cepéep, a MaKolC 3HUICEHHS pieHs 008ipu 0o web-caiimy 013 nOuyKosux
cucmem. Benuke y nenixgionoeo i wikionugo2o mpaghixy 3HudiCye ROWYKOS8E no3uyii i 3MeHUYE memMamuyHuil iHOeKC YyumyeaHHs ma
NOWYKOBULL petimute CIMOpPiHOK Cauimy, wo npu3eo0ums 00 3Hudlcents npubymrogocmi web-pecypcy. Pezynomamamu yici cmammi €
3anponoHo8ana cucmema aHanizy noeeoinKy, onuc mexuiunoi obononxu peanizayii i mooens naguanmsa cucmemu. Taxodic npugeoena
CMamucmuKka NOpiGHAHHS WKIONUE020 mpaiky nicis niokmovenns cucmemu Ha web-caumi. Mosa peanizayii — Java.
Buxopucmanna Java dozeonae kpoccnaamehopmennyio inmezpayito cucmemu, ax na Linux, max i Windows. 36ip oanux 3 caiimy ons
BUBHAYEHHS POJIi KOpUCY8ayis, 30ilicCHIOEMbCA 3a 0onomozoio JavaScript mooynis, posmiwenux na web-pecypci. Bci aneopummu
300py danux i mepminu 30epicanis iHhopmayii peaniz08ani 6 pamMKax 3a2arbHOEBPONEUCHKO20 PeSIAMEHMY U000 3aXUCIY OAHUX.
Takooic cucmema 3abes3neyye nosHy aHOHIMHICMb Kopucmyeaud. loemmugbikayis 300icHIOEMbCA BUKTIOUHO 3a  OONOMO20I0
BUKOpUCIANH fingeprint-uimox.
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CUCTEMA UCKYCCTBEHHOI'O UHTEJVIEKTA JJIsA UAEHTUOUKALIUN
HHOBEJEHUSA POBOTA HA WEB-PECYPCE

Annomayua. Paccmompena apxumexmyphas peanuzayus cucmemvbl MAuuHHO20 00yueHus oisa uodeHmugurayuu poboma na
web-pecypce no nosedenueckum axmopam. B cmamve onucano nocmpoenue npospammHou apxumexmypvl OnA CUCHIEMbL
MawuHH020 0OyueHus, 3adadeil KOMopoil ABNAEMC OnpedeieHie NogedeHUs. AHOHUMHbIX nonbsoeamenell. [losedenyeckue Gakmopul
07151 uOeHmuuUKayuu 8PEOOHOCHHIX POOOMOB-MO COBOKYHHOCHL (hAKMOPOS, ONUCHIBAIOWUX PAZTUUHbBIE COCABNAIOWUE, KAHCObL
U3 KOMOpwix Modxcem Ovimb Xapakmephvim Onia nogedenus poboma. Ipocpammuoe obecnevenue Weka obecneuusaem mexanusm
00yueHUs N0 CHPOEKMUPOBAHHBIM MOOCTAM OAHHBIX, ONUCHIBAIOWUM NOGedeHUe Yeno8eKd U nogederue poboma. Aneopumm obyyenus
— «memoo brudicaliuux cocedeily, obecneuusaem HOCmpoenue 06pazo8 Ha OCHOBe HAUOObLUUE20 KOTUYECEa cOYemanuli pakmopos,
onucwvlealowux oony uz mooenei. Modenu Oaumvix O 00yueHUs XpaHAmcs 8 ¢pailie Ha JHCECMKOM OUCKe 8 6ude Mampuy
NPUBHAKOBBIX ONUCAHULL KAJICO020 U3 MUnos nogedenuil. B cmamve paccmampugaiomcsi npocpammuvle U aneopummuyeckue
peulenus, Komopuvle NOMOZYm peuiums npoodnemvt 60pbObl ¢ MOUWEHHUYECKUMU HANCAMUAMU HA PEeKIaMHble ONO0KU, CNAMOM U
pacnpeoenéuubiMu MHO20CECCUOHHBIMU AMAKamy Ha cepeep, a MAKd#Ce CHUNCEHUs. YPOSHSA dosepus K web-caiimy Ona nouckoewix
cucmem. Bonvuwoe Konuuecmeo HeNUKEUOHO20 U BDEOOHOCHO20 MpaQuKa CHUXCAem NOUCKOSble NOUYUU U  YMeHbulden
memMamuieckull UHOeKC YumuposaHus U NOUCKO8bII petimune CIMpanuy catima, 4mo npugooum K CHUNCEHUIO npubblibHocmu web-
pecypca. Pezynomamamu Oannoti cmamvu AGNAIOMCA NPEONONCEHHAS. CUCHEMd aHANU3A NOBEOeHUsl, ONUCAHUE MeXHUYeCcKoU
0bonouku peanuzayuu u mooensb odyuenusi cucmemvl. Taxowce npusedena cmamucmuka cpagHeHusi peOOHOCHO20 MpaguKa nocie
nookmovenuss  cucmemvl Ha  web-caiime. Azvik  peanuzayuu—Java. Hcnonvsosanue Java noseonsiem — ocyujecmeums
Kpoccnaamegopmennyio unmezpayuio cucmemul, kak Ha Linux, max u Windows. Cbop Oannvix c caiima Ons onpeoeneHus poiu
nonvsosameneil, ocyuwjecmaniemcs npu nomowu JavaScript mooynet, pasmewennvix Ha web-pecypce. Bce aneopummel c6opa 0anmwix
U CPOKU XPAHEHUs NONb308AMENLCKOU UHPOPMAYUU Peanu308ansl 8 PAMKAX 00U ee8PONeticKozo peiamenma no sauume OaHHbIX.
Takowce cucmema obechewusaem NOIHYI0 AHOHUMHOCMb hoab3o8amens. Hoenmugukayus ocyujecmensemcs UCKIIOUUMENbHO npu
HOMOWU UCHONB308AHUA fingeprint-Memok.

Kniouesvie cnosa: knuxgpoo; pobomei; anmugpoo; mawunnoe odyyenue; nepcenmpon,; Java; Weka
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